IIpunoxenue 1.
ITamaTKa A1 00yJaImuxca 00 nHPOPMAITMOHHOH 0€30IMaCHOCTH AeTeH

HEJIb34

1. Bcem moapsia coobmaTh cBOIO YacTHyO mHMopmaruio (HacTosmye uMsa, ¢haMUInIo,
TesieoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEH CEMbU U JIPY3EN);

2. OTKpBIBaTh BJOKEHHBIE (AWl BJIEKTPOHHOU IIOYTH, KOIZa He 3Haellb
OTIIpABUTEJIH;

3. I'pyOuts, IpuanupaThCs, OKa3bIBATh AABJIEHUE - BeCTU ce0s1 HEBEKIIMBO U aTPECCHUBHO;

4. He pacmnopsokaiicss JeHbraMH TBOeU ceMbU 0e3 paspellleHHus CTapIIuX - BCETZa
CIIpaIIuBail poiuTeJIeN;

5. He Bcrpeuaticsi ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HU - ITOCOBETYHCSA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOXKHO

1. He Bce nmumyt npasay. Yutaemb o cebe HenpaBay B MHTepHETe - cOOOIH 00 3TOM
CBOUMM POJIUTEJISIM WJIH OIIEKyHaM;

2. [IpuriamnamT nepenuchBaThCs, UTPATh, 0OMEHUBATHLCA - IPOBEPD, HET JIU ITO/IBOXA;
3. He3zakonHoe konupoBanue ¢aiyioB B UHTepHETE - BOPOBCTBO;
4. Bcerma pacckasbiBail B3pOCJIBIM O IPO0JIEMax B CETH - OHH BCEI/ia IIOMOTYT;

5. Vcnosb3yii HAaCTpOUKHM 0OE30MACHOCTH W TMPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETAX U APYTUX IMOpTaIax.

MOYKHO

1. YBakall Ipyrux IoJib30BaTesei;

2. [Tonp3yenibess HTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpBIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. Ob6maThcsa 3a TOMOIIBIO B3POCJIBIM - POAUTEIH, ONEKYHbI U aIMUHUCTPAIUS CANUTOB
BCerJia IOMOTYT;

5. Ilpoiimum oOyuenue Ha caiite "CeTeBHYOK' HM MOJY4YH TMACIOPT IHM(POBOToO
rpaxkgaHuHal



[Ipunoxenue NQ 2

HNuadbopManmnoHHaA MaMATKA JAJIA O0yYaIOIINXCA JJIS pa3MeIllleHUuA Ha
opunUaATbHBIX UHTEPHET-PEcypcax
C Ka)kIpIM TOJIOM MOJIOJIEIKU B HHTEPHETE CTAHOBUTCA OOJIBINIE, a IITKOJbHUKHA OJHU U3
caMbIX aKTUBHBIX MMOJIb30BaTesIell PyHera. Mexxy TeM, TIOMHMO OTPOMHOTO KOJTUUECTBA
BO3MOXKHOCTEH, WHTEPHET HeceT W Ipo0JieMbl. JTa HaMsATKa JOJI’KHA IOMOYb Tebe
0€e3011aCHO HaXOIUTHCS B CETH.

KoMmnbroTepHbie BUPYyChI

KommbioTepHBII BUpPYyC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX IPOTPaMM,
OTJINYUTETHLHON OCOOEHHOCTHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEeHHUI0. B
JIOIIOJITHEHUEe K 3TOMY, BUPYChl MOTYT IOBPEJUTh WU IOJHOCTHIO YHUYTOXKUTH BCe
daiiyibel M maHHBIE, MOAKOHTPOJIBHBIE II0JIB30BATENI0, OT HWMEHU KOTOPOro ObLia
3amyllleHa 3apakeHHasd IporpaMmMa, a TakKe IOBPeIUTh WJIN JaKe YHUUTOXKUTD
OIEpalMOHHYI0 CHCTeMYy cO BceMH aillaMu B 1eJioM. B OOJIBIIMHCTBE CJIydaeB
pacIpOCTpaHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTtopp! 3alIUThI OT BPEAOHOCHBIX IIPOTPaAMM:

1. Mcnionip3yii coBpeMeHHbIE OllepallMOHHbIE CUCTEMbI, UMEIOIUe Cephbe3HbI YPOBEHD
3alUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. [TocTogHHO ycraHaBauBail mavTH (IU@POBBIE 3aIUIATKHU, KOTOPhIE aBTOMATHYECKH
YCTAaHABJIUBAIOTCA C IEJIbI0 JOPaOOTKU IPOrpaMMbI) W JIpyrhe OOHOBJIEHHs CBOEU
omepanuoHHOU cucteMbl. CKaumBall UX TOJIPKO C OPUIIMAIIBLHOTO calTa pa3zpaboTumka
OC. Ecnu cymiecTByeT pe;KUM aBTOMATHYECKOTO OOHOBJIEHU, BKJIIOUH €r0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE 110 ITpaBaMU II0JIb30BAaTE/IA, 4 HE a/IMUHHCTPpaTOpAa.
9TO He MO3BOJIUT 6OJII>IJ_II/IHCTBy BPpE€AOHOCHBIX IIPpOIrpaMM HHCTAJIJINPOBATHCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDPE,

4. Mlcriosib3yii aHTUBUPYCHBIE IIPOIPAMMHBIE IIPOIYKThI U3BECTHBIX ITPOU3BOJIUTEEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUU JOCTYI K KOMIIBIOTEPY /I/Is1 IOCTOPOHHUX JIUII;

6. Mcnosp3yii BHellIHMEe HOCUTeIu UHGPOPMAIUH, Takue Kak (pielika, AucK win Qaitan
W3 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBall KOMObIOTEpHBIE (alIbl, IOJIyUeHHbIE U3 HEHAJeKHBIX MCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIE MPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HETO, OTIIPABJIA
Jiu OH Tebe ux.

Certu WI-FI

Wi-Fi - 510 He BUj Ilepefaum JaHHBIX, HE TEXHOJIOTHUA, a BCErO JIMIIb OPEH/I, MapKa.
Eme B 1991 roay HujepsaHjickas KOMIIaHUA 3aperucrpupoBana bpena "WECA", urto
oboznauanmo cimoBocoueranue "Wireless Fidelity", xoropsiii mnepeBoguTcs Kak
"GecrpoBOIHAS TOYHOCTD .

Jlo Hamero BpeMeHHM /olIa japyras ab0OpeBuatypa, KOTopas SIBJISIETCSI TAaKOH Ke
TexHosiorueii. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JJaHO C HAMEKOM Ha



CTaHAAPT BbBICHIEW 3BYKOBOW TexHUKU Hi-Fi, uTo B mepeBose o3HauvaeT "BBICOKASA
TOYHOCTH .

Jla, GecriaTHBIA UHTEPHET-IOCTYI B Kade, OTEeJISIX U a3pOIOPTaX SABJAETCA OTIUYHOU
BO3MOXKHOCTBHIO BBIXOZIa B UWHTepHeT. HO MHOTHE BKCHEPThl CUUTAT, YTO
obmenoctynabie Wi-Fi cetn He sABIAIOTCA 6€30MaCHBIMU.

CoBeTbl 110 6€30ITaCHOCTH pabOTHI B OOIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBol JIMUHYIO HHMoOpMaiuio udepe3d obmenocrymabie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAapOJIU JOCTYIIA, JIOTUHBI U KAKWe-TO HOMepa;

2. Vcnonp3yi 1 OOHOBJISI aHTUBUPYCHBIE TPOrpaMMBbl U OpaHMayep. TeM caMbIM ThI
obe3oracuInb cebsi OT 3aKauKy BHPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonpzoBanum Wi-Fi otkimoun ¢yuknuo "O6mwui moctyn k daiiam u
npuHtepam”. JlaHHas GYHKIUS 3aKphiTa IO YMOJIYAHUIO, OJHAKO HEKOTOPbhIE
MI0JIb30BATEIN AKTUBUPYIOT €€ /IS yI00CTBAa UCIIOIb30BaHuUs B paboTe nin yueobe;

4. He ucronp3yit mybsmmunabii WI-FI g1 mepesiaum JIMIHBIX TaHHBIX, HAIPUMED IS
BBIXO/Ia B COIJUAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO I1OUTY;

5. Mcnonp3y# Tosibko 3armmuineHHoe coenuHenHue uyepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-azpeca BBoM UMeHHO "https://";

6. B wmobwibHOM Tenedone otrimoun ¢yaknuio Tlogwiouenue k  Wi-Fi
aBromarnuecku". He /omyckall aBTOMaTUYECKOTO MOAKJIIOUEHHS YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConuajibHbIE CETH

CoruasibHble CETH aKTHBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIIOAU PAbOTAIOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJLTHAP/T YEJIOBEK, UTO SBJISAETCS
OJIHOI CeIbMOU BCEX >KHUTeJieH IIaHeThbl. MHOTrHWe II0JIhb30BaTeJM He MOHHMAIOT, YTO
uHopManus, pas3MellleHHas UMH B COIMAJIbHBIX CETAX, MOMKET OBITh HaljleHa U
HCIOJIb30BaHa KEM YTOTHO, B TOM YHCJIe He 00s3aTeIbHO ¢ 0JIariMu HaMePEHHUSMH.

OCHOBHBIE COBETHI 10 O€30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuyb CHOUCOK Jipy3eil. ¥ TebGs B APYy3bsAX HE JOIKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuiai cBOIO YacCTHYIO ku3Hb. He ykaswpiBail maposu, TeaedoOHBI, agpeca, J1aTy
TBOEr0 POXKJEHUS U [APYIyI0 JWYHYyI0 UHoOpManuo. 3JIOyMBIIUJIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOM POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuIrai cBO PEIyTalHIo - IEPKH €€ B UNCTOTE U 3a7laBail cebe BOIPOC: XOTeJT ObI
TBI, YTOOBI APYTHE MI0JIb30BATEIN BUAEIIN, UTO ThI 3arpyKaers? ITogymaii, mpex/ie uem
YTO-TO OIMYOJIMKOBATh, HAIIKCATD U 3aTPy3UTh;

4. Eciau Tb1 ToBOpHUIIb C JIOAbMH, KOTOPbBIX HE 3HA€Illb, HE I/ICHOJILSYﬁ CBO€ peayiIbHOE
HUMA U APYTYIO JIMYHYIO I/IH(I)OpMaI.II/II/IZ HUMA, MECTO XKHUTEJIbCTBA, MECTO yqe6b1 H IIpo4ee;

5. 1306erait pasmerenus pororpaduii B IHTEpHETE, I7ie Thl N300pakeH Ha MECTHOCTH,
10 KOTOPOH MO3KHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;



6. IIpu perucrpamnuu B COIMAIBHONU CEeTH HEOOXO0UMO HCII0Ib30BaTh CIOKHBIE TTAPOJIH,
cocrosye u3 OykB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. IJIsT conuasibHON CETH, ITOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BATh Pa3HbIE
maposin. Torza ecyim Teb6s B3JIOMAOT, TO 3JI0YMBINJIEHHUKH TIOJIyYaT AOCTYI TOJIBKO K
OTHOMY MECTY, a HEe BO BCe cpasy.

AJIEeKTPOHHBIE J€HbI'U

SHeKTpOHHbIe A€HbI'l - 3TO OYE€HDb y,IlO6Hblﬁ crrocob H]IaTe)KefI, OJHAKO CYIIECTBYIOT
MOII€EHHUKH, KOTOPbIE XOTAT IIOJIYYUTb 3THU JE€HbI'U.

OJIEKTPOHHBIE JIEHbI'U MOSBWINCH COBCEM HEAABHO U MMEHHO HM3-3a 3TOTO BO MHOTHX
TOCYZIapCTBaxX JI0 CUX IOP HE IMPOIKUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHH (GYHKIIMOHHUPYIOT M O HHUX YK€ IMPOIKMCAHO B 3aKOHE, Te WX
pas3feAoT Ha HECKOJIBKO BHU/IOB - aHOHMMHbBIE U HE aHOHUMHbBIE. Pa3HHUIIa B TOM, UTO
AHOHHUMHBIE - 5TO Te, B KOTOPBIX paspelnaercs MTPOBOAUTH oleparuu 0Oe3
uieHTU(GUKAIUY TI0JIb30BaTeIs, a B HEAHOHUMHBIX HAEHTU(GUKAIUA I10JIb30BATENIS
ABJIsEeTCSa 00513aTeIbHOM.

Takoke ciefyeT pasjinyarh 3JeKTPOHHbIE (pUaTHbBIE JIEHBI'M (PaBHBI TOCY/IAPCTBEHHBIM
BaJIIOTaM) U 9JIEKTPOHHBIE HepuaTHbIE IeHbrU (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 OE30ITaCHON PaboTe C 3JIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBsku K cuery MOOWIBHBIN TesieOoH. DTO caMblil YAOOHBIA M OBICTPBIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesiehOH MTOMOKET, eCJTU 3a0yAellb CBON
IUIaTEXHBIN TapOJIb UJIN 3aki/ielllb Ha CAalT C HE3HAKOMOT'O yCTPONCTBA;

2. Mcnonp3y# ofiHOpa3oBbie maposu. [lociie mepexosa Ha YCHUJIEHHYI) aBTOPHU3AIUIO
Tebe y:xe He Oy/ieT yrpoKaTh OAaCHOCTh KPAXKU MJIM IepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu ciiokHBIM maposib. [IpecTymmHHMKaM OyfeT He MPOCTO yraZjaTh CJIOMKHBIN
napoJsib. Haziesxsbple maposu - 3TO MapoJiv, KOTOpble COZiepKaT He MeHee 8 3HaKOB U
BKJIIOYAIOT B ceOsl CTPOUHBIE U MPOMHUCHBIE OYKBBI, ITU(GPHl U HECKOJIHKO CHUMBOJIOB,
TaKWe Kak 3HaK JIoju1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hampumep, $tRong!;;

4. He BBOM cBOM JIMUHBIE TaHHBIE HAa caliTaX, KOTOPHIM He JOBEPSIEIIIb.
AJIEeKTPOHHAA MoYTAa

DIeKTPOHHASA MOYTA - 9TO TEXHOJIOTUSA U MPeIOCTaBIsAeMble €0 YCIIYTU MO0 MePEChUIKE U
MOJIyYeHUIO0 3JIEKTPOHHBIX COOOIEHUM, KOTOpble pacHpeessioTcd B KOMIIbIOTEPHOU
cetu. OOBIUHO HJIEKTPOHHBIA IIOUTOBBIM SAIIUK BBIIVIAAUT CJIEAYIOIAM 00pa3oMm:
HUMsI_TI0JIb30BaTEIIsI@UMS_JIoMeHa. Taxkike KpoMe Iepe/iladaul MPOCTOr0 TEKCTa, UMEeeTC s
BO3MOXKHOCTbH TIepe/IaBaTh PauIbl.

OcHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOU MOYTOMU:

1. Hazo BIOpaTh mpaBUIbHBIA OUYTOBBIN cepBuc. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecIIATHBIX ITOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIIE JIOBEPATH TE€M, KOTO 3HAellb U KTO
TEPBBIN B PEUTHHTE;

2. He ykaspIBaii B INYHOM MMOYTE JIMUHYIO0 HWHPOpMarnuio. Hanpumep, Jyiydiiie BIOpaTh
"My3bIKaJIbHBIN_(paHaT@" wim "pok2013" BMecTo "Tema13";



3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOT/Ia IOMUMO IapOJis HY>KHO BBOJUTH
KO/JI, IpUChLIaeMbIi 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJI KaKOTO IIOYTOBOTO SIIHKA JOJKEH OBITh CBOU
Ha/IEKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. VMcnonb3yil HECKOJIBKO IOYTOBBIX AIIUKOB. IlepBbIil /JI1 4acTHOU MEPENUNCKU C
azipecaTaMy, KOTOPBIM ThI JOBEPSIEIIb. TO 3JIEKTPOHHBIH aJIpec HE HajJl0 UCIIOJIb30BaTh
P perucTpanuu Ha GopyMax u cauTax;

7. He oTkpbiBail paiiyibl M pyTUe BJIOKEHUS B MHCbMAaX, /la’Ke €CJIM OHU IPUIILIA OT
TBOUX ZIpy3e. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU auibl;

8. Tlocne okoHuaHus PabOTHI HA IOYTOBOM CEPBHCE IE€pe] 3aKPHITUEM BKJIAJIKU C
cariToM He 3a0y/ib Ha>kaTh HA "BeriaTu".

Knﬁepﬁymlnnr HJIN BUPTYAJIBbHOC N3A€BaT€C/JIbCTBO

KubepOysutiHT - mpecijieJoBAaHHE COOOIIEHUSMH, COZEPKAIUMU OCKOpOIeHus,
arpeccuio, 3aIlyTUBaHWE; XYJIUTAHCTBO; COI[UAIbHOE OOMKOTHPOBAHME C IOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CePBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTHHTOM:

1. He Opocaiicsa B 60ii. Jlyumuii cmoco0: OCOBEeTOBaThCS KaK ceOs BECTH U, €CIU HeT
TOTO, K KOMY MOKHO 00paTUThCs, TO BHAYAJIE YCIIOKOUTHCS. ECIU ThI HAUHENIH OTBEYATD
OCKOPOJIEHUSAMHU Ha OCKOPOJIEHUA, TO TOJIBKO ellle O0JIbIIle Pa30skiKellb KOHQIIUKT;

2. YrpasJisai cBoel KubeppelyTauen;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYIJ_IGCTBYIOT CII0COOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJINTAHCKUU 00pa3 BUPTYJIbHOU KU3HU. VIHTEpHET (PUKCUPYET BCe
TBOU JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZleT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobuti0/1a11 CBOIO BUPTYaIbHYIO YECTH CMOJIOAY;

6. VrHopupyil eguHUYHBIN HeraTuB. OHOPa30BbIE OCKOPOUTEJbHBIE COOOIEHUS
JIy4iiie uirHopupoBaTh. OOBIYHO arpeccusi MpeKpaIaeTcs Ha HAa4aJIbHOU CTa/INY;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUAMU, B COITUATBHBIX
CETAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/ieIEHHBIX a/IPECOB;

8. Ecim TBI cBuzerenb KubepOysuimHra. TBOM JleCTBUA: BBICTYIIUTh IPOTUB
Ipecjie/ioBaTesisA, MOKa3aTh €My, 4YTO €ro JIeHMCTBHS OIIEHUBAIOTCA HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IIOMOIIb, COOOITUTH B3POCIBIM
0 (¢akTe arpecCUBHOTO MIOBE/IEHUS B CETH.

MooOubHBIN Tes1edOoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHl COZEepKAT B cebe BIIOJIHE B3POCJIBII
(dyHKIMOHAN, U Temepb OHU MOTYT KOHKYpHUPOBaTh €O CTallMOHAPHBIMU



KoMIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI 1 OJIOOHBIX YCTPOMCTB ITOKA OUE€Hb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOAUT HE TaK MHTEHCUBHO, KaK JUJIA
ITK, To ke camoe KacaeTcs U MOOMJIbHBIX IPUJI0KEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl y:Ke IIPAKTUUECKH JIOTHAJIH HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacimupeHre QYHKIIMOHAJIA BevYeT 3a COO0M OOJIBIIYIO CJIOKHOCTD U
MEHBIIYIO 3aIUIIEHHOCTb.

Jlajieko He BCce IIPOU3BOJIUTEIN BHIIIYCKAIOT OOHOBJIEHN S, 3aKPHIBAIOIIE KDUTHUECKIE
YA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /151 6€30MacHOCTH MOOMIIBHOTO TesiedpoHa:

Hwuuero He sBJIsIeTcs MO-HACTOAIIEMY OecIiaTHBIM. By/ib ocTOpoXkeH, BeZlb Koryia Tebe
MpeajiaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
YCIyTH;

Hdymaii, npexie ueMm otupaButb SMS, ¢oto uinu Buzeo. Tl TOYHO 3Haellb, I7je OHU
OyAyT B KOHEUHOM UTOTE?

Heo6x0111M0 0OHOBJIATH ONEPAIIOHHYIO CHCTEMY TBOETO CMapT(hOHa;
Vcriob3yii aHTUBUPYCHBIE ITPOTPAMMBI 711 MOOMJIbHBIX TeIE(OHOB;

He 3arpyxaifi IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tocsie Toro kKak Thl BBIUJENIL C CaiTa, I7le BBOAWJ JUYHYIO MH(OpMAIUIO, 3alI1 B
HaCTpOUKHM Opaysepa M yjaiu cookies;

[Tepuoguuecku IpoBepsAl, KaKye MJIaTHbIe YCJIYTU AKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOM HOMepP MOOHMIBHOTO Tesie)OHA TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY
JI0BEpsElIb;

Bluetooth gomkeH OBITH BHIK/IIOUEH, KOT/[Aa ThI MM He IT0JIb3yelnbcsi. He 3a0bIBaii mHOTAA
MIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBaThIBAIOIINE pPa3BJIeUeHUs,
00beINHAIONINE COTHU THICAY YeJIOBEK 10 BceMy MUPY. ITPOKU HCCIeAYIOT JaHHBIN UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 3aJ]aHUs, CPA’KAIOTCA C MOHCTPaAaMH H
MOJIy9alOT OMBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IMOKYHAIOT [AUCK, OIJIAYMBAIOT
a0OHEMEHT WJIU IMTPUOOPETA0T KAKUe-TO OMIHH.

Bce oTtu cpezcrtBa uAyT Ha NOAJEepKaHME M pa3BUTHE UTPHI, a TaKKe Ha caMmy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIUH, BBIITYCKAIOTCS HOBBIE TTATUYH
(rmudpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPHUKOB, CKOJIBKO KpaXXu
TBOET0 I1ap0JId, Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOpHU3allA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUT'POBOT'O aKKayHTa:



1. Ecstu gpyroii urpok BezieT cebs II0X0 WK co3/aeT Tebe HeIPUATHOCTH, 3a0JI0KUpyH
€T0 B CIIHCKE UTPOKOB;

2. Iloxasyiica afMUHHUCTPATOpaM WIPHI Ha IUIOXO€ IIOBEJAEHHE HTOTO WIPOKA,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykaspiBaii inuHy0 nHGpOpMaIuio B mpodaiie Urphl;
4. YBakall Ipyrux Y4aCTHHUKOB 110 UTPE;

5. He ycranaBiiuBai HeoduIiuagbHbIE TATYU U MOJIBI;

6. Mcnosib3yli cj10:KHbBIE U Pa3HbIE IAPOJIH;

7. Jlaxke BO BpeMs WUIpBI He CTOUT OTKJIIOYATh aHTUBUPYC. Iloka Tl urpaelb, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

POUIINHT WIN Kpaxa IUIHbIX JaHHbIX

OOBIYHOHM Kpakell JIeHer U JIOKYMEHTOB CErojHs y»Ke HHUKOrO He YAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTHU 3JI0YMBIIILIEHHUKU TEPEMECTHUINCh B UHTEPHET, U
MPOI0JIKAIOT 3aHUMAThCA "JTIOOUMBIM " J1€JTOM.

Tak mosiBUIaCh HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (DUIITUHT, TJIaBHASA 11€JTh
KOTOPOTO COCTOWT B TOJyYeHUU KOH(DUEHIIMAIBHBIX JIJAHHBIX II0JIb30BaTeNIeld -
JIOTUHOB U napoJiei. Ha anriniickom si3bike phishing ynraercsa kak ¢umwuHr (ot fishing
- ppIOHas J10BJIsI, password - mapoJIb).

OcHOBHBIE COBETHI 10 OOPBOE ¢ PUIITITHTOM:

1. Ciemu 3a CBOMM akKKayHTOM. Eciu Thl IOf03peBaelllb, YTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATh €€ U COODIIUTHh aIMIHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpPEE;

2. UWcnosb3yil Oe3omacHble BeO-CaWiThl, B TOM YHCJIE, WHTEPHET-MAara3muHoOB U
MIOUCKOBBIX CHCTEM;

3. Wcnonp3yii ciiokHBIE U pa3Hble naposu. Takum o6pas3oMm, eciu TeOsA B3J0MAIOT, TO
3JI0YMBIIIJIEHHUKY OJIy4YaT IOCTYI TOJIBKO K OTHOMY TBOeMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Eciin Te6s1 B31OManu, TO He0OXOAUMO ITPETyIIPEINTh BCEX CBOUX 3HAKOMbBIX, KOTOPbIE
7100aBjIeHbI Y TeOS B JIPY3bsX, O TOM, UTO TeOS B3JIOMA/Ii M, BO3MOKHO, OT TBOErO
WMeHH OyZleT pacchlIaThCs CIIaM M CChIKH Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIBHBIHN TeledOH;
6. OTKJIIOYY cOXpaHEeHUe mapoJis B Opaysepe;

7. He oTkpbiBall dailyibl U ApPYyrye BJIOKEHHS B IMUChMaX, JlaXKe €CJIM OHU MPUIILIUA OT
TBOUX Jipy3ei. JIydile yTOUHHM Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (aiibl.

IMudporas pemyranmusa

[{udpoBas pernyranus - 3TO HETATUBHAsI WIN MO3UTHUBHAs WHGOpPMAIUs B ceTU O Tebe.
Kommpomerupymorias nHopmanus, pa3MelleHHas B UHTEPHETE, MOXKET Cephe3HbIM



00pa3oM OTpa3uThbcs Ha TBOeU peasbHOU xku3HU. "L{udpoBasd pemyranusa” - 3TO TBOU
UMUK, KOTOPBIU (popmupyeTtcs u3 nHopManuu o Tebe B HHTEPHETE.

TBoe MeCTO JKUTEJbCTBA, y4yeObl, TBOe (UHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTU
XapakTepa ¥ paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCS B CETH.

MHor1e HOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIUKAIINY JIMYHOU WHPOPMAIUH B
HuTepHETE, HE TOHUMASA BO3MOKHBIX IMOCJIEACTBUI. ThI /laske HE CMOKEIb JOTaAaThCs
0 ToM, 9TO poTorpadusi, padMeIleHHAas 5 JIET Ha3a/l, CTajla IPUYUHOU OTKa3a IPUHSATH
TebOs1 Ha paboTy.

KommenTapuu, pasmelneHue TBoux dotorpaduii U Apyrue AeUCTBUSA MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUJI 3TY
vHdOpManuio, momnaja JU OHAa B IOWCKOBbIE CHUCTEMBI M COXpAaHWIACh JIM OHA, a
IJIaBHOE: YTO IMOAYMAIOT O Tebe OKpY’KalollKe JIFOAH, KOTOpble HAaUAyT U YBUAAT 3TO.
HatvitTi napOpManuio MHOTO JIET CIIyCTsS CMOXKET JII00O0U - KaK U3 T0OPBIX IMTOOYKIEHUH,
TaK ¥ ¢ HAMEePEHNEM MPUIYUHUTH BpPel. ITO MOKET OBITH KTO YTOTHO.

OCHOBHBI€ COBETHI 110 3aLIUTE HU(PPOBON penmyTaluu:

1. ITogymaii, mpesk/ie 4eM 4YTO-TO IIyOJIMKOBAaTh W IlepejilaBaTh y cebs B OJiore wid B
COITMAJIBHOHU CETH;

2. B HacTpoiikax mpodujs ycTaHOBH OTPaHUYEHHS Ha IIPOCMOTP TBOETO IPOGUIIS U €r0
COJIEP>KUMOTO, C/IeJIai ero TOJIbKO "It Apy3ein’;

3. He pasmemaii u He yka3biBail ”HGOPMAIINIO, KOTOPAs MOKET KOr0-JIM00 OCKOPOJIATH
I OOMIKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIIKOJbHUKHA - AKTUBHBIE ITOJIB30BATEIN ITU(PPOBOTO ITPOCTPAHCTBA.
O/THaKO JTAJIEKO HE BCe 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOKHOCTSIMH IU(PPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPAaB Ha UHTEJIEKTYIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTe/IEKTyabHAasE COOCTBEHHOCTh' OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pETEHWH UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha IPOAYKTbI W YCJIYTHM, W 3aKaHUMBasg KHUTaMU, Qotorpadusamu,
KUHOGWIbMaMH U My3bIKQJIbHBIMU IIPOU3BE/IEHUAMMU.

ABTOpCKUE IpaBa - 3TO IIpaBa Ha MHTEJUIEKTYaAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEeHUA
HAyKH, JIUTEPATypbl U UCKyCCTBA. ABTOpPCKUE IpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, UTO UHTEJJIEKTYaIbHBIN/ TBOPUECKUH TPY, aBTOPA He Oy/IeT HAlIPACHBIM, AACT eMy
CIIpaBe/JIUBbIE BO3MOXKHOCTU 3apaboTaTh Ha Pe3yJIbTaTaxX CBOEro TPyZa, IMOJIYIUTb
HU3BECTHOCTH U Npus3HaHue. HUKTo 6e3 pa3peleHus aBTopa He MOKET BOCITPOU3BOJIUTH
ero IpousBefieHNe, PpacIpOCTPaHATh, IyOJIUYHO JIeMOHCTPUPOBATh, IIPOJIaBaTh,
HMIIOPTUPOBATh, MyCKaTh B IPOKAT, IIyOJIUMYHO UCIIOJHATH, TOKA3bIBAaTh/HUCIIOJHATH B
a¢upe nim pazmemaTts B IHTEpHETE.

Hcnosnb3oBaHue "MHUPATCKOTO" MIPOTpaMMHOTO obeclieueHUs1 MOKET HPHUBECTH K
MHOTUM pUCKaM: OT IOTEPU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
YCTPOICTBa, I7le yCTaHOBJIEHA HeJlerasbHas mporpamma. He crout Takke 3a0bIBaTh, UTO
CYIIIECTBYIOT JIeTaJIbHbIe U OecIyIaTHbIe IPOTPAMMBbI, KOTOPbIE MOXKHO HAUTH B CETH.



O mopraJje

CereBU4OK.p - TBOU TIJIaBHBIM COBETYHMK B CeTU. 37ech Thl MOXKeIIb Y3HATb O
0e30mMacHOCTH B CETH IOHATHBIM U JIOCTYIHBIM $3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKON CHUTyallud OOpaTUTHhCSA 34 COBETOM. A TakXKe NIPUHATH Yy4yacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKAAHUHOM!
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